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Package Contents

Check the following contents of your package:

. Network Switch x1
. User’s Manual x1
. Power Cord x1
. Accessories
(Rack Mount Ear x2, Rubber Feet x4, Screw x8)

If any part is lost and damaged, please contact your local agent

immediately.

1. Product description

Thank you for purchasing this managed Switch.

It is composed of excellent design and in general the development of
switches. It provides rich of two layer management function, has
excellent of performance and friendly of management interface, can full
meet user of need, including system configuration, and port
configuration, and MAC bound, and MAC filter, and VLAN configuration,
and SNMP configuration, and ACL configuration, and QOS configuration,
and IP basic configuration, and AAA configuration, and MSTP
configuration, and IGMP SNOOPING configuration, and GMRP



Product Features

. Support RJ45 Auto-MDI/MDIX

. Comply with IEEE802.3, IEEE802.3 u, IEEE802.3 ab, IEEE802.3 z,
IEEE802.3x standard

. Support Energy-Efficient Ethernet (EEE) function (IEEE802.3az)

. Panel lights to monitor working state and help fault analysis

. Perfect security mechanism

. Supports a complete lineup of L2 features, including 802.1Q tag
VLAN, Port Mirroring, STP/RSTP/MSTP, Link

. Aggregation Control Protocol and 802.3x Flow Control function

. Web, CLI (Console Port, Telnet, SSH), SNMP and RMON bring
abundant management policies

1. Appearance description

1.1. The front panel

The DN-80211-2 16GE+2G SFP by 16*10/100/1000Mbps and
2*1000Mbps SFP, one console port, a reset switch, and a related
indicator, as shown below:
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I
LED indicator
Reset Switch
16*10/100/1000Mbps Port

2*1000Mbps SFP slots
Console

The DN-80221-2 24GE+4G SFP by 24*10/100/1000Mbps and
4*1000Mbps SFP, one console port, a reset switch, and a related
indicator, as shown below:



24GE+4G SFP Gigabit Web Smart Switch @,LT
T

Tl | |
e G G

Console
LED indicator
Reset Switch

24*10/100/1000Mbps RJ45 Port

4*1000Mbps SFP slot

LED indicator light

LED Color Description
Death: switch does not power on
PWR Green
Permanent: the switch is powered on
Blinking: the system works
System Green . .
Out: the system is starting or has no power
Death: not connected to the network equipment
Green Orange light: connected to 10/100Mbps devices
LNK/ACT ) ]
Orange | Green light: connected to 1000Mbps devices

Blinking: connected devices are data transmission

1.2. Back panel

Back panel: The Switch have AC power connector, AC input range
100-240V, 50/60HZ, the grounding screw holes, as shown below:



DN-80211-2

Power Socket

Grounding Column

DN-80221-2
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|

100-240V AC 50/60Hz
Grounding Column

Power Socket

Power socket

Connect the female connector of the power cord here, and the male
connector to the AC (Alternating Current) power outlet. Please make
sure the voltage of the power supply meets the requirement of the input
voltage.

Grounding column
The switch already comes with lightning protection mechanism. You can

also ground the switch through the PE (Protecting Earth) cable of AC
cord or with Ground Cable.

2. Installation of equipment

Announcements

To prevent equipment damage and personal injury caused by improper
use, please observe the following precautions:



e Before cleaning switch should switch power supply plug pulled out.
Do not use wet cloth to wipe the switch, do not use liquid to clean
the switch

* Do not switch on the water or wet places, and prevent water or
moisture from entering the switch chassis

* Do not place the switch box in unstable or table, in case of fall, will
cause serious damage to the switch

* Should maintain good indoor ventilation and keep the ventilation
holes of the switch open

e Switch to the proper voltage to work properly, make sure the
switch working voltage matches the voltage indicated

* Toreduce the risk of electric shocks, switches, do not open the
enclosure, even in neutral situations or don't turn on the switch
chassis

2.1. Desktop installation

1. Placed the bottom of the switch on large enough and stable
desktop

2.  Tear off pad surface of the paste that comes with random
paper

3. paste the pad to switch the Groove at the bottom of the
housing to prevent external vibrations

4, Reset the switch on the Workbench cautiously

(Example DN-80221-2)



2.2. Rack Installation

Check EIA-19inch machine Cabinet of grounding and stability, first, with
screws will installation hanging ear fixed in switch front Panel sides will
switch placed in machine Cabinet of a bracket, along machine Cabinet
guide slot Mobile switch to right location, then, with screws will
installation hanging ear fixed in machine Cabinet ends of fixed guide slot,
ensure switch stable to installation in machine Cabinet slot bit of bracket.
Equipment mounting brackets are not used for load-bearing; it only
plays the regular role. When installing the equipment cabinet, box
bottom bracket (fixed on the Cabinet) to support the device.

DN-80211-2
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2.3. Turn on switch

Please connect the AC power cord into the rear of the switch and to an
electrical outlet (preferably one that is grounded). When the switch is
powering on, the LED indicators flash momentarily for one second,
which represents resetting of the system. The Power LED indicator turns
on green.

Note: Please confirm the voltage is correct before turn on power,
otherwise the switch will be damaged.
(The power input is: 100V-240Vac, 50/60Hz.)

2.4. Console Port Interface

3.4.1 Connection The monitor port has a monitor port (Console port),
this section describes the characteristics of this monitoring port and how
to use it.

First step: Rate 1200bps-115200bps, standard RJ45 plug. Use a

12



dedicated monitoring cable to lead the port to the PC serial port
connection, as follows:

RS232 Console
=

PC Switch

Cable

The second step to start the terminal emulation software on the PC
(such as: Windows HyperTerminal) can be configured for the switch,
monitoring and other operations. The cable is supplied with the host.
The terminal serial port communication parameters can be set as right:
rate-9600bps, eight bits data bit, one stop bit, no parity bit, no flow
control. The communication parameters of HyperTerminal are
configured as follows:

Serial Options

Port: COM15 - Flow control
["IoTR/DSR

Baud rate: 9600 v _ o
|"|RTS/CTS

Data bits: |8 v I XONXOFF

Parity: MNone v

Stop bits: 1 .‘

Serial break length: 100 5 milliseconds

13



The RJ45 connector used by the Console port is shown in the figure
below, and the RJ45 plug corresponds to the RJ45 socket, from left to
right numbered from 1 to 8.

P

PIN1
PING

Console Port PIN Definition:

Pin number English name Note

One CD No connect
Two RXD Input
Three DSR No connect
Four TXD Output
Five RTS No connect
Six CTS No connect
Seven DTR No connect
Eight SG GND

NOTE:

The switch console port does not support the flow control function, so
when the switch is configured with HyperTerminal, the data flow control
should be set to "none", otherwise the problem of HyperTerminal single
pass will occur. This cable is used to connect the console port of the
switch to the external monitoring terminal. One end of the RJ45
eight-pin plug, the other end is a 25-hole plug (DB25) and 9-hole plug
(DB9), RJ45 head into the switch's console port socket, DB25 and DB9
can be used according to the requirements of the terminal serial port,
the cable internal connection schematic as follows:

14



RJ45 DB9

1 cD cD 1
2 RXD 1.5m TXD 3
3 DSR DTR 4
4 TXD RXD 2
5 RTS cTS 8
6 CTs RTS 7
7 DTR DSR 6
8 GND GND 5

T GND

NOTE:
Enter "?" in the console Port command line interface Command action
tips to see what features are available in pre-mode

3. Web-based GUI

When you first logon, make sure the following:

1. Switch power supply has been started normally.

2. Management console has been correctly installed cable network
and the network card driver, and has set up a correct installation
of Internet explorer 6.0 or above and the browser.

3.  Management host IP address is set to the same network
segment and switch ports, namely 192.168.2. X (X for any
integer between 2 to 254), subnet mask 255.255.255.0.In order
to ensure you better experience of the Web page display effect,
it is recommended that you adjust the resolution of the display
to 1024 x 768 pixels or above. Open the IE browser, type
http://192.168.2.1 login switches in the address bar of a Web
page.

15
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RRJ45 port

Open an IE browser and enter http://192.168.2.1 in the address bar to
logon to the switch's Web page.

Q{:L;” & nttp://192.168.2/ DL~BeX || & SmartSwitch Web-Base Co... | |

Switches to the login page, switch input user name and password in this
page, the factory default values for the admin/password less.
After a successful login you can see switch configuration interface.

16



4. Switch management

4.1. System settings

4.1.1. Basic Information:

This page displays and configures some of the parameters for the switch.

‘3 Switch ) System Configuration
=4 System Configuration

) Basic Information System Description Swite 13.5

=) seril Information System Object 1D 1.36.1.4.1.1228467

Tt System Version Suitch 1.3.5

Num Network Interfaces 29

afe Management

NTP Configuration System start time 0-Days 0-Hours d0-Minutes 48-Seconds
System Name Switch
urrent Configuration
onfiguration File
ile Upload System Location
5 system Reset
=
1 Port Configuration System Contact

®(] MAC Binding

#() MAG Filter

(] VLAN Configuration Foly

() SNMP Configuration
() ACL Configuration
#(] QOS Configuration
(] IP Basic Configuration
(] AAA Configuration
() MSTP Configuration

You can modify the switch system description, so convenient in the
management program switches the remote login screen select the
switch that you want to set. Enter the information that you need to
display, click on the "apply" button, the settings to take effect. Note
system described can only use "a-z", "a-z", "0-9", " _", "+", "-", "="If the
system describes the input characters are characters that are not in line
with considerations, input characters are displayed as garbage
characters.

4.1.2. Serial Information:

This page displays the serial port information of the switch. This includes
its baud rate, character size, parity code, stop bits, and flow control.

17



[ tokup
] aisabls

2] tink down
~

G Switeh . Serial Port Configuration
=y System Configuration

‘B Basic Information [Baud Rate. 35400

2] Serial Information [character size 3

‘8 User Management [Parity Code None

1) safe Management [stop Bits 1

18] SNTP Configuration [Flow Control None

‘1 Current Gonfiguration

5 Configuration File

‘8l File Upload

2 System Reset
#{_] Port Configuration
®{1] MAC Binding
#1{] MAC Filter
#1_] VLAN Configuration
(1) SNMP Configuration
®{_] ACL Configuration
{2 QOS Configuration
%11 1P Rasic Cnfinuration

4.1.3. User Management

This page displays and configures user information.

=] dnkup
[ disable
1 tink down
) A
.y Switch s Change Password
43 System Configuration User name wamn
2] Basic Information Rrp—
8 serial Information i
/8 User Management New password
15) safe Management Re-enter password|
[£) SNTP Configuration
21 Current Configuration
[8] Configuration File Multi-user Management Configuration
8 File Upload
2] System Reset [fem _|[0sor name. |[01d password | New password |Re-enter password | [Privilege ]
#13 Port Configuration F=n | [ ] I ] I I ¥ ]
=03 MACBindng o]

#{_1 MAC Filter

#1{_1 VLAN Configuration

#{_] SNMP Configuration

#{_) ACL Configuration

&3 QOS Configuration

#{_1 IP Basic Configuration

#{_1 AAA Configuration

More user management by giving each user an username, password,
and privileges to ensure system security. The switch supports two levels
of users: common users and power users. Add privileged users, the
privileges required to access Web user name and password

authentication.

Attention: The user name and password are case sensitive; please pay
attention to the input. If change password or permissions on a multi-user,

18



old password, new password and enter a new password, permissions,
and other options to enter again.

4.1.4. Safe Management

This page is used for configuring http, SNMP and telnet security.

3] tink up
[ disable
[ tink down
A~
3 Switch User Safety Configuration (http,telnet,snmp)
=4 System Configuration
8 Basic Information (Ac! Group Must Exist, and range in 1-99)
B Serial Information Wanagemen Siate “Aci Group
8 User Management 0 [
&) Safe Management Enable [
) SNTP Configuration snmp Enable 0
21 Current Configuration Telnet Enable 0
&) Configuration File
) File Upload
) system Reset

#{] Port Configuration
# (] MAC Binding

# () MAC Filter

#{] VLAN Configuration
#{] SNMP Configuration
#{] ACL Configuration
®{] QOS Configuration

4.1.5. SNTP configuration

This page is used to display and configure the SNTP configuration
information.

=] tnk up
[ disable
[=] link down
B

‘- Switch SNTP Configuration
=4 System Configuration

E Basic Information Server IP Address 1 _|[21L 115. 194,21

Serial Information e —

18 User Management Server IP Address 2

E ‘Safe Management Server IP Address 3

8 SNTP Configuration Time 1800

/8 Current Configuration Time Zone Exg

b

19 System Reset Last Update Time

#{_] Port Configuration System Date Ti 1970/01/01 00:48:02

© (3 MAC Binding

() MAC Filter

() VLAN Configuration
() SNMP Configuration
# () ACL Configuration

# (] QOS Configuration
() 1P Basic Configuration
(] AAA Configuration

19



Server IP address:
IP address of the NTP server, the switch will automatically get the UTC
time. This switch must be connected to the NTP server.

Get the interval:

SNTP synchronization interval, the unit is seconds, the default is 1800
seconds.

Time zone:
Select the time zone in which.

Apply:
Decide whether to open the SNTP service.

4.1.6. Current Configuration

This page shows the current switch configuration.

2] tink up

[ disavie
S tink down

3 Switch Current Configuration File
4 System Configuration
8 Basic information !

. spanning-tree mst configuration
5 serial Information h

B User Management interface vian1

8 Safe Management ip address 192.168.2.1/24
|

5 SNTP Configuration interface g&1/1
|

“E) current Configuration
-8 Configuration File
&) File Upload interface ge1/3
|
) System Reset
#{] Port Configuration
interface ge /s
#(] MAC Binding h
(] MAG Fiter interface ge /6
] VLAN Configuration !
] SNMP Configuration
#{]] ACL Configuration ;nteﬂace getis
E B ETEE interface ge1/9
() IP Basic Configuration |
interface 08110
(] AAA Configuration .
#{] MSTP Configuration intertace g&1i11
#(] IGMP SNOOPING Confit !
1 AMPP Sanfuration

interface ge1/2
'

interface ge1/4
I

interface ge /7
|

interface ge1/12

Store the current configuration to the configuration file systems.

20



4.1.7. Configuration File

This page lets you download and delete the configuration file.

=] tinkup
[ disable
=] ik down
] B
J Switch ‘ Configuration File
=y System Configuration (Delete the Configuration File or Download the Configuration File to your local computer)
21 Ses iomaton
Download Delete Helj
8) Serial Information

2] User Management
21 safe Management
&) SNTP Configuration
/8 current Configuration
) Configuration File
1 File Upload
) system Reset
%] Port Configuration
{1 MAC Binding
#(] MAC Fiter
#(_] VLAN Configuration
#1{_] SNMP Configuration
#{_] ACL Configuration
#(3] QOS Configuration
#(_] IP Basic Configuration
#{_] AAA Configuration

Download: Click Download to download the configuration file to your computer.
The configuration file will be named “switch.cfg.”

Delete: Deleting the configuration file, will return the switch to its

default configuration.

4.1.8. File Upload

This page lets you upload a configuration file or an image file. A
configuration file must end in .cfg and an image file must end in .img.

‘- Switch . File Upload
44 System Configuration (Upioad the Configuration File or Firmware File from your local computer to the switch)
1) Basic Information
18) Serial Information Attention:
—— n The Configuration File must have an *.cfg extention
=] Uzl The Firmware File must have an *.img extention
[8) safe Management Do not interrupt the upload at anytime as this may corrupt the Firmware or Configuration and Potentially Crash the System
[8 SNTP Configuration
Sl Upload Hel
) Current Configuration !
18 Configuration Fiie
18 File Upload

8 system Reset
#(] Port Configuration
®(] MAC Binding
(] MAC Filter
(] VLAN Configuration
#(] SNMP Configuration
®{] ACL Configuration
®( QOS Configuration

21



Attention: Do not restart the switch during the upload. This is to avoid a

possible system crash.

4.1.9. System Reset

This page lets you reset the switch. To maintain your current switch
configuration, save it before resetting.

2 4 5 3 021t 12 % 2
EEEE GEEEE EEEE R
alo

R0 NRER 0

ER )

Gloede

&

‘- Switch System Reset

3 System Configuration '

[ Basic Information
2) Serial Information
8 User Management
12 safe Management
[ SNTP Configuration
& Current Configuration
8 Configuration File
5 File Upload
2) System Reset
(] Port Configuration
#(] MAC Binding
#{] MAC Filter
#{] VLAN Configuration
] SNMP Configuration
] ACL Configuration
#(] QOS Configuration
#{] IP Basic Configuration

4.2. Port Configuration
4.2.1. Common Configuration

This page shows the port configurations and information.

22



3] uink up

[ disable
=] tink down
~
- Switch ) Port Configuration/Show
©(] System 0 T |
BE3 PortC [port: |  Jncex: gfport Type: [ [ |
8 common Configuratiol
8 Port Statistics [state: Il [[set Rate: [ JaucoNegoriate v
) Flow Control
8 Broadcast Storm
'8 Port Ratelimit Port Name Admin State Oper State Bandwidth VLAN Mode Default VLAN
8 Protected Port geirl Up up Ful-1000 Mops Actess 1
B Leam Limit geii2 Up Down Unnown Actess 1
B PortTrunking gelrz Up own Unknown Access 1
=B Mirror gelrd Up Down Unknown Access 1
©C1 MAC Binding gells Up Down Unknown Access 1
BC1 MAC Fitter gelle Up Down Unknown Access 1
e e geirt Up Down Unknown Bccess 1
i e et Up Down Unknown Bccess 1
by getie Up Down Unknown Access 1
i o geiio Up Down Unknown Bccess 1
e PG et Up Down Unknown Bccess 1
ez Up Down Unknown Access 1
E(] AMAC
I et Up Down Unknown Access 1
= e Up Down Unknown Aetess 1
=
o I geilts Up Down Unknown Access 1
& ELPE e 02116 Up Down Unknown Access 1
®{] EAPSC A T e it meen g

4.2.2. Port Statistic

[=] Wnkup
[ disable
=1 tink down

~

S Switch Port Statistics Information

&0

= port = v]

2 Common Configuratiol
2 Port Statistics Information
8 Fiow Conrol B Received Unicast Packets Num
B Broadeast stom Received Total Bytes (ifinOctets) 0 (ifinUcastPkis) 0
B Port Ratelimit Received Non-Unicast Packets Num || o Received Discard Packets Num 0
((ifinNUcastPkts) lifinDiscards)
9 Protected Port
Received Error Packets Num Received Unkonwn Protocol Packets

Learn Limit o o
=) leTmid ((ifinErrors) [Num (iflnUnknownProtos)
£ Port Trunking 5
8 Miror Send Total Bytes (ifOutOctots) 0 |:mjﬁ|’§$ﬁ’;' Packets Num 0

(3 MAG Binding Send Non-Unicast Packets Num 0 Send Discard Packets Num 0

(] MAC Fiter [iFOutNUeastPkts) (ifoutDiscards)

(1 VLAN Configuration Send Error Packets Num (fOutemors) | 0 |

(] SNMP Configuration
#{J ACL Configuration

® (1 QOS Configuration
#{_] IP Basic Configuration
E{°1 AAA Confiouration

4.2.3. Flow Control

Select a port from the drop-down list, and then choose whether you
want the flow control “On” or “Off”. Hit Apply to finalize your selection.
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[2] unk up

[ disable
=] tink down
A
o Switch Flow Control
#{] System Configuration
55 o Eri—
2 Common Configuratiol
-5 Pon statistics [ Fiowcontrol
2 Flow Control
&) Broadcast Storm
 PEREETT Port Name Fiow Control State
) Profected Port i o7
-8 Leam Limit Iz o
) Port Trunking eI o
&) miror celld o
(] MAC Binding s o
#{] MAC Filter s of
#{_] VLAN Configuration gellt of
#{] SNMP Configuration gella off
(] ACL Configuration el off
#(] QOS Configuration e/ off
(] IP Basic Configuration gelr orf
%] AAA Configuration gelr’ off
#{) MSTP Configuration gelr off
#(] IGMP SNCOPING Confi¢ geir’ off

4.2.4. Broadcast storm

You can configure a port's broadcast suppression, multicast suppression,
DLF suppression and rate limit.

[=] ik up
[ disable
=] tink down
~
& S ) Broadcast Storm Control
#{] System Configuration
=3 PortC Pors [ |
£ Common Configuratior
) Port Statistics Broadcast Suppression [oz£ V] Broadcast Ratelimit 0 (1-1024000 Kbps)
=) RG] Multicast Suppression oz V] Multicast Ratel 0 (11024000 rops)
%) Broadcast Storm —
8 Port Ratelimit DLF 0z£ V| DLF Ratelimit o (1-1024000 kbps)
8 Protected Port
8 Leam Limit - - -
Port Name || Broadcast Suppression || Broadcast Ratelimit (kbps) || Multicast Suppression DLF Suppress
8 Port Trunking it | or | 64 o
&) wiror el or 64 off
) LRBEI Geis or 64 oft
s [0 [ O &4 o
B VLAN & gells o 4 off
[+ SNMP Configuration gells Of 64 Off
#{] ACL Configuration I o e o
{1 QoS Configuration 0els off 64 Off
#{] IP Basic Configuration i 0
(] AAA Configuration 5e110 o
#{] MSTP Configuration geli1 O
#{] IGMP SNOOFING Confic geln2 5
#(] GMRP Configuration | [_get/1s of &4 off & oft &
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4.2.5. Port Rate Limit

This page configures the packets rate control of a port.

& Switch Port Rate Limit
(] System Configuration
=3 Port Configuration

8 Common Configuratior [Port: e
Fow ot o [ —
8 Broadcast Storm Receive Packets Rate Control Off Kbps (1-1024000) Cancel | (cancel Receive Packets Rate Control)
Port Ratelimit
) Protected Port = Refresh| [ Apply Help
B Leam Limit
8 Port Trunking Port Name. Control (kbps) | trol (kbps)
8 Miror
{1 MAC Binding
(0 MAC Filter

(1 VLAN Configuration

(] SNMP Configuration

(1 ACL Configuration

#(1 QOS Configuration
(] IP Basic Configuration
(1 AAA Configuration

(] MSTP Canfiguration

(1 IGMP SNOOPING Config

(1 GMRP Configuration  ~
<L ’

Configuration and bandwidth control displays packets sent and received,
range of 1-1024000, measured in Kbits. If the port is not configured for
bandwidth control, showing off.

4.2.6. Protected Port

This page shows the protection status of each port. Protected ports can
only communicate with unprotected ports.

= Switch Protected Port

#1(] System Configuration

#13 Port Configuration o o e
Common Configuratior| i =
Port Statistics E st e
Flow Control a 2 e
Broadcast Stom [5] 913 to 3
Port Ratelimit [S] geld No
Protected Port = B gells No
Leam Limit G 6 N
Port Trunking L >
Mitor = et to

(1 MAC Binding B ge18 to

#( MAC Filter E 9e1/9 No

#1(] VLAN Configuration B go1/10 No

E

1 SNMP Configuration = get/11 No

#(] ACL Configuration

#(] QOS Configuration E se2 e

#(1 IP Basic Configuration a El e

(] AAA Configuration & get/td No

(] MSTP Configuration E gel/15 No

#(] 1GMP SNOOPING Config [ ge1/16 No

(] GMRP Configuration -

< " ’ = getit? te =
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By protecting the port button, tick the ports can be set up to protect the
ports; through a non-protected port button, tick the ports can be set to
a non-protected port.

4.2.7. Learn Limit

This page is used to limit the number of MAC addresses a port can learn for
security purposes. A port can learn between 0 and 8191 MAC addresses. The
default number is 8191.

[3] ik up
[ disable

[ tink down

3 Switch Learn Limit
) System Configuration
3 Port Configuration

&) Common Configuratior

B Port Statistics.

MAC Address Num Able To Learn (08191
) Flow Control d
) Broadcast Storm

8 Port Ratelimit Apply Cancel Limit Help

) Protected Port =|
B Leam Limit Portame MAC Address Num Able To Learn

et/ 8191

port: -

Port Trunking

B Miror
) MAC Binding
1 MAC Filter
(3 VLAN Configuration
C3 SNMP Configuration
(23 ACL Configuration
3 QOS Configuration
21 IP Basic Configuration
1 AAA Configuration
(21 MSTP Configuration

gei2 8191
g3 8191
gelld 8191
gells 8191
ge1l6 8191
gel? 8191
gelle 8191
ge1/9 8191
getio 8191
et/ 191
3 IGMP SNOOPING Config get/2 8191

1 GMRP Configuration ~ ~ ge1/13 8191
< i ' get/td 8191

4.2.8. Port Trunking

Port trunking groups network connections together, increasing bandwidth and
offering redundancy in case a connection fails.

26



z 1] tinkup
] - [ dissble

s @E [@E
0 BHEE aEm

[ tink down

& Switch Port Trunking Configuration
3 System Configuration
‘3 Port Configuration

e | e e P =
) Port Statistics L— P E——
0001 (Unereated) i/l -
8 Flow Contl 2002 (Tncrestsd w2
8 Broadcast Storm 0003 (Uncreated) :ZV:
B ] s
B Protected Port £| 0006 (Uncreated) :j:ﬁ
2 ezl g e a
8 Port Trunking ::Vm £

B Miror sel/11 L Memoer Port =>

"1 MAC Binding - :::% =

23 MAC Filter Set Trunk Method pyent [ Unmember Port <=_|
L1 VLAN Configuration :ng

3 SNMP Confgurtion v [ Detete trunk Group |
1 ACL Configuration :2:;:3

1 QOS Configuration L sy

1 IP Basic Configuration ge1/21

23 AAA Configuration e

L1 MSTP Configuration gel/2d

201/25 -

1 IGMP SNOOPING Config

21 GMRP Configuration -
T o | e

4.2.9. Mirror

Port mirroring involves copying packets coming in or out of one port
onto another. One port can mirror information from multiple ports at
once.

2] tink up
[ disable
[=] tink down
3 Switch Port Mirror Configuration
#1(1 System Configuration
#13 Port Configuration
Wirror Port ‘Able Config Mirrored Ports Wirror Direction
B Common Configuratior P T——— or O Mirror Config Info
B Por Statistics 2 2 =
8 Flow Control eel/3
) Broadcast Storm e
B Port Ratelimit el/6
L e/
Protected Port =| as
B Leam Limit gel/9
cel/10
B Port Trunking. i
) eel/12 =
B i cel/13 .
&) IR (Mirror port name ike: ge111) | ge1/14
#{] MAC Fiter ge1/15
#(] VLAN Configuration wifis
©( SNMP Configuration by
#1(] ACL Configuration wlrio
©(1 QOS Configuration | | syt
(] 1P Basic Configuration ee1/22
#(] AAA Configuration BV
(] MSTP Configuration €1/25 - i
# (1 IGMP SNOOPING Config
(1 GMRP Configuration  ~ Apply Help
Eil ——

Attention: A port cannot be both a mirrored port and a mirroring port.
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4.3. MACBind

4.3.1. MAC Bind Configuration

This page is used to bind MAC addresses to ports.

‘3 Switch MAC Auto Bind

(1 System Configuration

{1 Pert Configuration Port:

=4y MAC Binding
[8) MAC Binding Configur (The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and then press apply to bind those mac
) MAC Auto Binding addresses to that port)

& MACFiter - MAC Address I VLANID

(1 VLAN Configuration

) SNMP Configuration Select-all Apply

() ACL Configuration

#{1 QoS Configuration

() IP Basic Configuration
(3 AAA Configuration

() MSTP Configuration
#{] IGMP SNOOPING Confi
#{) GMRP Configuration

Display has configured bind MAC address and VLAN. To delete a
configuration, select the item, and then press the delete key. When you
delete you can choose one or more, but when selected a maximum of
128. Press Select all to select all of the entries can be more than 128, all
delete.

4.3.2. MAC Auto Binding

This page is used to auto bind MAC addresses to a specific port.

Q1 Switch MAC Auto Bind

(1 System Configuration
(1 Port Configuration

€3 MAC Binding [Port d
&) MAC Binding Configuratic| . You can select one or
) MAC Auto Binding then

(0 MAC Fitter MAC Address VLANID

(1 VLAN Configuration

03 SHVP Contiurtion sectal | [Apoy ] [ e

(1 ACL Configuration
#(1 QOS Configuration
(1 IP Basic Configuration
#(1 AAA Configuration
(1 MSTP Configuration
F (1 1GMP SNOOPING Configur:|
(1 GMRP Configuration
¥ EAPS Configuration
(1 RMON Configuration
(] Cluster Management
(1 Log Management
(] POE Corfiguration

28



4.4. MAC Filter

4.4.1. MAC Filter Configuration

This page is used to configure filtering for MAC address.

2] ik down
~
‘A Switch MAC Filter Configuration
#{] System Configuration
#(3] Port C i s 5
#{_] MAC Binding
3 MAC Filter
TeT e e SR —

12 MAC Filier Configurati

£ MAC Auto Filier (MAC Address Format: HHHH.HHHH.HHHH)
#{3 VLAN Configuration
#{] SNMP Configuration [ Il MAC Address [ VLANID
#{_] ACL Configuration
20 Cortmien Seectal | [y |

#{ ] IP Basic Configuration
#(7] AAA Configuration
] MSTP Configuration

4.4.2. MAC Auto Filter

This page is used to display which MAC addresses and VLAN IDs have

been learned dynamically and auto filter MAC addresses to a specific
port.

[ unkup
[ disable
2 fink down
3 Switch a MAGC Auto Filter
#(] System Configuration
®(] Port C s &
() MAG Binding

=4y MAC Filter
[21 MAC Fiter Configurati
1 MAC Auto Filter 0
(] VLAN Configuration
21 S\WP Confouraten
(] AGL Configuration
#(] QOS Configuration
(] IP Basic Configuration
(3 A4A Configuration
#{ MSTP Configuration
#(] IGMP SNCOPING Confi

(The list will display the MAC addresses and VLAN ID that the port has dynamically leamed. You can select one of more items and then press apply to filter those mac
addresses from that port.)

WAC Aduress I VAN D ]
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4.5. VLAN Configuration
4.5.1. VLAN Information

This page displays all VLAN information. [T] indicates that the port is a
member of VLAN tagged, [u] indicates that the port is a member of the
VLAN is not tagged. Drop-down box will display all the current VLAN, the
list displays up to 30 members of the VLAN VID, status, and port. Select
a VLAN from the drop down box, VID will show up in the list is greater
than the maximum 30 VLAN VLAN information. But if all the VLAN when
there are no more than 30, regardless of which VLAN from the drop
down box to select, the list will display all the VLAN information.

A
‘- Switch VLAN Information
#(_] System Configuration . .
(Note: The drop-down box displays all current VLANs. The list Displays up to 30 VLANs. If you select a VLAN in the drop-down box, the list will show all VLANS greater
(0 Port Configuration than the selected VLAN but not more than 30 VLANs.)
#( MAC Binding (t=tagged member, u=untagged member)
lanl v
# (] MAC Filter
S me Vi | sme [ Port Member ]
o N [uge 171 [ujge 112 [u]ge 173 [u]ge 1/4 [ulge /5 [ulge/6 [uge /7 [U]ge /& [uge /G [ujge /10 [ujge /11 [Ujge12 [Ujge /13 0]
2 active |loet/14 [ulget/15 [ulget/16 [ulge 117 [ulge /13 [ulge 112 [ulge 120 Lulget/21 [ulge1/22 [ulge1/23 [ulge1/24 [ulge/25 [ulge
18 VLAN Information 1 t /14 [uge1/15 [ulge1/16 [ulge1/17 [ulge 1113 [ulge /12 [Wlge1/20 [ulge1/21 [uige1/22 [ulge1/23 [ulge /24 [ulge1/25 [ulge /26
B vianC [uige 1727 [ulge1/23
[8) VLAN Port Configurati
(] SNMP Configuration

#{] ACL Configuration

#{] QOS Configuration

@ (] IP Basic Configuration
#{] AAA Configuration

#{7] MSTP Configuration
#{] IGMP SNOOPING Confi
#{] GMRP Gonfiguration

4.5.2. VLAN Configuration
When entering a VID, you must select a number between 2 and 4094.

The VLAN name is based on the VID and can not be changed. VLAN1 can
not be deleted.
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[ Wk up

[ aisavie
[2] tink down

Static VLAN Configuration
) [Name ]

®{ MAC Binding L I |

5 VLAN Information

1 VLAN Gonfiguration

%) VLAN Port Configurati
(] SNMP Configuration
(] ACL Configuration
(] QOS Configuration
(] IP Basic Configuration
5 (] AAA Configuration
(] MSTP Configuration
(] IGMP SNOOPING Confif
(] GMRP Configuration
(] EAPS Confiquration
(] RMON Configuration
(] Cluster Management
#{1 Log Management

4.5.3. VLAN Port Configuration

This page is used to Configure ports to VLANSs.

[3) ik up

i Switch & VLAN Port Configuration

®{] System Configuration '

(0 Port C (p=default VLAN member, t-tagged member, u=untagged member)
#{1) MAC Binding Port. J[Mode [Current VLAN Port Members.

{0 MAC Filter vlanl

53 VLAN Configuration
WLAN Information
E1 VLAN Configuration
VLAN Port Configurat

(] SNMP Configuration Default VIAN =

(] ACL Configuration

& e

i c o Crome |
0 1P Basic ol = ] S

(] AAA Configuration

() uSTP Configuraton

(] IGMP SNOOPING Confic
(] GMRP Configuration
#(1 EAPS Configuration
(] RMON Configuration
(] Cluster Management
#(] Log Management
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4.6. SNMP Configuration

4.6.1. Community Name

3] iinkup
[ dissble
[ tink down
~
3 Switch SNMP Community Configuration
() System Configuration
®1J Port Configuration Ttem [Community Name | ReadWrite: 10 State
(] MAC Binding 1 4 |
B0 MAC Filter [ 7 I publc I Readonly I active
#{] VLAN Configuration
£y SNMP Configuration [Refreshl [Apply | [Delete| [ Help |
B Community Name
' £) TRAP Target

(] ACL Configuration

#{] QOS Configuration
] IP Basic Configuration
#( AAA Configuration

(] MSTP Configuration
(] IGMP SNOOPING Confi
(1] GMRP Configuration
(] EAPS Configuration

Attention: You can not directly change a community name. If you do not
like a community name, you must delete it and create a new one.

4.6.2. TRAP Target

A TRAP target is an IP address that receives device-initiated
communication. This page lets you configure TRAP targets.

[ inkup
[ disable

[ tink down

‘o Switch TRAP Target Configuration

#{_) System Configuration

(] Port Configuration Ttem [Name | Transmit 1P Address. |[SNMP Version |[State.
01 WAG Bnding B ] | [ I
#1 MAC Filter

B e eaaion

44 SNMP Configuration

& community Name

5 TRAP Target
# (] ACL Configuration
#(] QOS Configuration
#() IP Basic Configuration
(] AAA Configuration
#(] MSTP Configuration
#(] IGMP SNOOPING Confi
#(] GMRP Configuration

Attention: You cannot directly change a TRAP target. If you do not like a
TRAP target, you must delete it and create a new one.
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4.7. ACL Configuration
4.7.1. ACL Standard IP

Standard IP group numbers are between 1 and 99 or between 1300 and
1999. The standard IP groups are only valid for IP packets.

e e w2 @
MEEE [DE B e
Slalclofcioiologo

[ link down

~
‘o Switch ACL Standard IP Configuration
1] System Cenfiguration
{1 Port Configuration [ACL Standard IP Group Num:
#1_] MAC Binding
i ST R — Sourcewitdeard
{2 VLAN Configuration
(e.g.: If input Source IP Address 192.168.1.2, ACL want to control
#11 SNMP Configuration 192.168.1.0, then Wildcard should be 0.0.0.255)
£{3 ACL Configuration
2 standard IP @ Deny O Permit
Extended IP
a [J_GroupNum ][ penyPermit || Source IP Address ][ Source wildcard
8 macIP
8 MACARP Salectal
[E) ACL Information

2] ACL Reference
&{ QOS Configuration
(] IP Basic Configuration
#1{_] AAA Configuration
{1 MSTP Configuration
#{_] IGMP SNOOPING Config

Attention: When deleting all ACL groups click Select-all and then Delete.

You cannot delete more than 30 configurations at once when not
deleting all groups.

4.7.2. ACL Extended IP

Extended IP group numbers are between 100 and 199 or between 2000
and 2699. The extended IP groups are only valid for IP packets.
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[a] tinkup

[ disable
[3 tinkdown

ACL Extended IP Configure
N

. Switch

#(] System C: [ACL Extendeaip Group Num: [1c0_+]
® Port Configuration

#(] MAC Binding

B MAC Filter [Source 1P Il ] [[source itdcard I ]
#1_) VLAN Configuration [pestination 1P I | |[pestination wildcard I |
B SNMP G
=3 ACL Configuration

) Standard IP Protocol Type

B Extended IP

‘B macip

5) MAC ARP |Source Port. £tp (tem) Destination Port

/8 ACL Information Ftp-data (tcp) V|

‘B AGL Reference
I [fe7 Controt Plag Ofin Osyn Orst Opsh Oack Clurg |
19{_] AAA Configuration (e.g.: If input TP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be 0.0.0.255; The
(] MSTP Configuration selected Protocol Type and Source Port is in one-to-one relationship, If the Protocol is udp, select the udp port; If the

Protocol Type is not tcp or udp, the selected port is insignificance.)
#(] IGMP SNOOPING Confi¢

#{_] GMRP Configuration ® Deny O permit
(] EAPS C
irce Demmlllon Destination Proloml
I IR G e e T R

{7 Cluster Management
#{ Log Management

Selectal

Attention: When deleting all ACL groups click Select-all and then delete.
You cannot delete more than 30 configurations at once when not
deleting all groups.

4.7.3. MACIP

MAC IP group numbers are between 700 and 799. The MAC IP groups
are only valid for IP packets.

2] tink up
[ disable
[ tink down
~
‘4 Switch ACL MAC IP Configure

#(] System Configuration

®(] Port Configuration [aCL MAC IP Group Num:

(] MAC Binding

() MAC Fiiter
#1_] VLAN Configuration |Source MAC [Source MAC Wildcard
] B EET L T Source IP |Source IP Wildcard
(3 ACL Configuration e tion 15 Wi
ination [Destination 1P Wildca
8 standard IP
9) Extended IP VLAN 1D o (0-4094, 0 means all vLAN)

8 maciP (e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be 0.0.0.255; MAC
5 MACARP Address is the same, MAC Address and MAC Address Wildcard format: HHHH.HHHH.HHHH)

(8 ACL Information

8 ACL Reference
#{1 QOS Configuration ‘ H
# 1) 1P Basic Configuration
(] AAA Configuration
#( MSTP Configuration
(] 1GMP SNOOPING Confic
() GMRP Configuration
#{_) EAPS Configuration

Deny O permit

Sﬂume Source MAC Source IP Destination|| Destination IP
el A i e e N e e B
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Attention: When deleting all ACL groups click Select-all and then Delete.
You cannot delete more than 30 configurations at once when not
deleting all groups.

4.7.4. MACARP

MAC ARP group numbers are between 1100 and 1199. The MAC ARP
groups are only valid for ARP packets.

a2z u I3 imkup
[ disable

[ tink down

3 Switch ACL MAC ARP Configure
(] System Configuration

#I Port Configuration |ACL MAC ARP Group Num: v

() MAC Binding

BH{_] MAC Filter
(1] VLAN Configuration [sender mac I | |lsender MAC wildcard I |
#{1 SNMP Configuration Fender 1P I ] |[sender 1 witdcara I |
=3 ACLC

Y —— (e.g.: IF input TP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be 0.0.0.255; MAC

Address is the same, MAC Address and MAC Address Wildcard format: HHHH.HHHH.HHHH)

) Extended IP

B macip ® Deny O Permit

B mac ARP I I Group Num I DenyiPermit [ SenderMAC | SenderWAC Wildcard ]| _Senderi® || Senderi® Wiidcard

) ACL Information

<) RELGEEETR Select-all

#{] QOS Configuration
#{] IP Basic Configuration
1] AAA Configuration

81 MSTP Configuration
#{ IGMP SNOOPING Config

Attention: When deleting all ACL groups click Select-all and then delete.
You cannot delete more than 30 configurations at once when not
deleting all groups.

4.7.5. ACL information

Displays all configured ACL groups.
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[2] tinkup
[ disable

=] tink down

‘3 Switch ACL Information
#(3 System Configuration
3 Port Configuration
(1 MAC Binding
() MAC Filter
#(] VLAN Configuration
#(] SNMP Configuration
=3 ACL Configuration
8 Standard IP
) Extended P =
MAC P
B mac ARP

[©) ACL Reference
(] QOS Configuration
#(] 1P Basic Configuration
#(] AAA Configuration
() MSTP Configuration
(21 IGMP SNOOPING Config
(1 GMRP Configuration
(] EAPS Configuration
(] RMON Configuration
() Cluster Management -

4.7.6. ACL Reference

This page is used to apply ACL groups to ports.

[3] ek up
[ disable
21 tink down

‘4 Switch ACL Reference
(] System Configuration !
=0 Port C Port All ACL Groups Referenced ACL Groups
(] MAC Binding —
(] MAC Filter
#(] VLAN Configuration
(] SNMP Configuration
5143 ACL Configuration
5 standard IP
) Extended IP
8 MACIP Add =
o e
) ACL infarmaton
) ACL Reference
#{1 QoS Configuration
#(] 1P Basic Configuration
(] AAA Configuration
B1(] MSTP Configuration
#(] IGMP SNCOPING Confi
# (] GMRP Configuration
#(] EAPS C
# (] RMON Configuration

@00 Cluster Management

4.8. QOS Configuration

4.8.1. QOS Apply

Display and configure QoS type and user priority information.
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[ tinkup

[ disable
[ tink down
& G QOS Apply

+C1  System Configuration !
(1 Port Configuration
{1 MAC Binding Port: v ||QOs Type: | NO QOS v ||user Priority: 0 v
01 MAC Filter
(1 VLAN Configuration
0 SNMP Configuration Port Name 408 Type User Priority
1 ACL Configuration el NOQOS 0
3 QOS Configuration gell2 NOQOS 0

QOS Apply gel/3 NO QoS [}

QOS Schedule gel/d NOQOS 0
{1 IP Basic Configuration gel/5 N0 QOS [}
{1 AAA Configuration gell6 NO QOS 0
{0 MSTP Configuration gel/7 NO QOS 0
1 IGMP SNOOPING Configu gell8 NO Q0S ]
{1 GMRP Configuration 9219 NC Q0S (]
{1 EAPS Configuration gel10 NO QO0S 0
{1 RMON Configuration gel/t NO Q0S 0
“C1  Cluster Management geln2 NO QOS 0
1 Log Management getr3 NGQos 0

gellis NO Q0S 0
aelfs NOQOS 0

4.8.2. QOS Scheduling

Display and configure QoS scheduling and 8 weights of the queue
information.

[2] linkup
[ disable

[Z] link down

‘a Switch QOS Schedule
1 System Configuration
O Port Configuration Port: v
{1 MAC Binding
Q' MACFiter QOS Schedule Mode: | WRR ¥ |
{1 VLAN Configuration
R Weight of queue 0 (1-127): [0 weight of queue 1(1-1271: [0
1 ACL Configuration Weight of queue 2 (1-127): [0 weight o queue 3 (1-1271: [0
‘3 QOS Configuration Weight of queue 4 (1-127): |0 ‘WeigM of queue 5 (1-127): 0
ey Weight of queue 6 (1~127): 0 ‘WeigM of queue 7 {1-127): [0

QOS Schedule

1 1P Basic Configuration

{0 AAA Configuration

Q1 MSTP Gonfiguration ) ‘ = ‘Wew\l:luueue ‘\nemnn:fuueue ‘welunlgluueue ‘welul\lgluueue ‘welunl:luueue ‘Welnmgluueue ‘Welul\l(eﬂuueue ‘Webul\

Q1 1GMP SNOOPING Configu gl | WRR [ 1 [ 2 [ 0 [ 8 [ 16 [ 2 [ 64 [

1 GMRP Configuration ez | WRR [ 7 [ 2 [ 0 [ 8 [ 1% [ 32 [ 64 [

{1 EAPS Configuration gel3 | WRR [ 1 [ 2 [ 4 [ B [ 18 [ 32 [ 64 [

{1 RMON Configuration gelld | WRR [ 1 [ 2 [ 4 [ ] [ 16 [ 32 [ 64 [

O Cluster Management get5 | WRR | 1 [ 2 [ 1 [ 5 [ 1 [ = [ [

O Log Management g6 | WRR [ 1 [ 2 [ 4 [ 8 [ 1% [ 32 [ 64 |
oell7 | WRR [ 1 [ 2 [ 4 [ 8 [ 16 [ 32 [ 64 [
natiR [ WRR I 1 [ il I 1 [ B I 18 I k2 I AL I
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4.9. IP Basic Configuration

49.1. IP Address Configuration

This page is used to create and delete VLAN interfaces and configure the
IP address of the VLAN interface.

10 12 14 16 18 20 22

2 4 6 8 24 28 =1 tink up
alalalaNalalaiaB o ialalaloolad) 7 disable
[& (@ @ = & EEEE EE @D
13 5 7 9 1 13 15 17 19 21 23 25 27 [E] link down
Q0 Swirch IP Address Configuration
{1 System Configuration
{1 Port Configuration
1 WAC Binding [ tinettem | VLAN D | IP Address / Subnet Prefix | MAC Address
1 MAC Filter ‘ New ¥ ‘ o ‘ ‘
1 VLAN Configuration [ 1 [ 1 [ 192.168.2.1124 [ 10f0.13f0.2504
{1 SNMP Configuration
{1 AGL Configuration | CreateViANInterface | | Delete VLAN Interface |
1 0S Configuration [ CreateiModtfy IP Address | | Delete IPAddress |
‘3 IP Basic Configuration

; IP Address Configuratiol
ARP Cenfiguration and [
Host Static Router Confi
AAA Configuration
MSTP Configuration
IGMP SNOOPING Configu
GMRP Configuration
EAPS Configuration

pooopo

4.9.2. ARP Configuration and Display

ARP (Address Resolution Protocol) offers a mapping from IP address to
MAC Address. This page displays all ARP items and configures the static
ARP.
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=] tinkup
[ disable

[ tink down

3 Switch ARP Configure And Display

21 System Configuration
01 Port Configuration [static ARP Ttem configuration:
1 MAC Binding 1P Address [mac Address
0 MAC Filter
1 VLAN Configuration Add
1 SNMP Configuration
{1 ACL Configuration [Fe o
{1 QOS Configuration m:
S 1P Basic Configuration ‘ARP Ttem 2 ‘lP Address (IP Network Segment)

"Bl IP Address Configuratiol

‘B ARP Configuration and [

Host Static Router Confi
0 AAA Configuration |change Dynamic ARP List Item into Static ARP List Item:
{1 MSTP Configuration |aRe List 1tem | v 1P Network segment |
{1 IGMP SNOOPING Configu
0 GMRP Configuration Apply
{1 EAPS Configuration
11 RMON Configuration

[ [ 1P Address [ MAC Address [ Type
{2 Cluster Management
[ [ 192168211 [ 0060 421.0034 [ dynamic
{1 Log Management
5

4.9.3. Host Static Route

This page configures static routes.

[=] ik up
[ disable

[E] tink down

3 Switch Host Static Route Configuration

System Configuration '

Port [ perfix  |Next Hop

MAC Binding ‘ ‘
[

MAC Filter

VL) Ean i T tem I Target Address/Subnet perfix [ Next Hop [ Distance
SNMP Configuration

ACL Configuration
QOS Configuration
IP Basic Configuration

IP Address Configuratiol

ARP Configuration and [

Host Static Router Confi

{3 AMA Configuration

goopooopoo

4.10. AAA Configuration

4.10.1. Tacacs+ Configuration

TACACS+ protocol is the latest generation of TACACS. It uses TCP to
ensure reliable delivery. The separation of authentication, authorization
and accounting is a fundamental component of the design of TACACS+.
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[a] tinkup
[ disable

[Z1 link down

‘N Switch Tacacs+ Configuration
System Configuration
Port Configuration

[ Tacacs+ [ disable ¥
MAC Binding ‘

\

\

Tacacs+ servertp (0000
MAC Fiter

'VLAN Configuration

SNMP Configuration Shared Secret [

ACL Configuration

QOS Configuration

IP Basic Configuration

AAA Configuration
Tacacs+ Configuratio
Radius Configuration
802.1x Configuration
802.1x Port Configurs
802.1x User Auth-Infc

{3 MSTP configuration

Authentication Type \PaP M

gopCooopRD
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4.10.2. Radius Configuration

When the user is authenticating, the switch communicates to the radius
server with radius protocol. This page is used to configure radius
information.

=] linkup
[ disable
& tink down
3 Switch Radius Configuration
1 system Configuration ‘
8 Port Configuration prmary server 0000
MAC Binding
Option § 0000
{1 MAC Filter plon Server
1 VLAN Configuration UDP Port 1812
33 SNMP Configuration Accounting Enable ¥
{0 ACL Configuration Accounting UDP Port |1813
0 QOs Configuration Shared Key
1 IP Basic Configuration
Vendor
3 AAA Configuration
Tacacs+ Configuratio NAS Port 50003
Radius Configuration NAS Port Type 15
802.1x Configuration NAS serviceType |2
802.1x Port Configur: Roaming Disable ¥
802.1x User Auth-Inf
{1 MSTP Configuration

»

4.10.3. 802.1x Configuration

When the user is authenticating, the PC communicates to the switch
with 802.1x protocol. This page is used to configure 802.1x information.
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[E] tinkup

[ disable
D link down
‘a3 Switch 802.1x Configuration
(1 System Configuration
{1 Port Configuration 802.4x Disable ¥
1 MAC Binding Reauthenication Disable ¥
{1 MAC Filter
R — Reauthentication Period 3600 (Sec)
iguration
3 SNMP Configuration Quiet Period 60 (Sec)
O ACL Gonfiguration Tx-Period 30 (Sec)
O Q0S Configuration server timeout 0 (sec)
{1 IP Basic Configuration
N AMA Configuration supplicant timeout 30 (Sec)
Tacacs+ Configuratio Max Request 3
Radius Configuration Reauth Max 3
802.1x Configuration ClientVersion 20
802.1x Port Configur -
Check Client Enable v
802 1x User Auth-Infc
{1 MSTP Configuration
« o »

4.10.4. 802.1x Port Configuration

Enable global 802.1x protocol before configuring 802.1x port. This page
sets 802.1x port configuration.

= linkup
[ disable
=] link down
3 VLAN Configuration
0 SNMP Configuration 802.1x Port Configuration
1 ACL Configuration '
1 QOS Configuration
T ——— PortNum Port Mode Support Host Num
20 AAA Configuration M M o
Tacacs+ Configuratio gel/t NiA 256
Radius Configuration getl2 WA =
802 1x Configuration get/3 A 26
802.1x Port Configurs 92:”: x’i i:
802 1x User Auth-Infc 92"@ e —
{1 MSTP Configuration gell -
gellT NA 256
1 IGMP SNOOPING Conf
& gell8 NA 256
= GMRP Configuration I WA e
EAPS Configuration 10 NA 26
1 RMON Configuration et NA 256
{1 Cluster Management o112 NA 256
Q1 Log Management = 92113 N/A 256
‘ > gelr1e NA %6

4.10.5. 802.1x User Auth-Information

This page is used to show 802.1x user authentication information.
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[Z] tinkup
[ disable

[ tink down

VLAN Configuration

P e . 802.1x User Auth-Information

ACL Configuration

QOS Configuration

[ElES et [port: v [port Moge: |nccepted Host num: 0

AAA Configuration
Tacacs+ Configuratio
Radius Configuration
802.1x Configuration
802.1x Port Configur:
802.1x User Authnfc

MSTP Configuration

IGMP SNOOPING Conf

GMRP Configuration

EAPS Configuration

opoopD

[ Applicant state Maching | Back-Endstate Maching |  Retry Requeststate

Username | MAC Address Request state
| 'state [ RetryRequestNum [ state Request Num [ state

(0 [y [y [y ()

poppp

4.11. MSTP Configuration

4.11.1. MSTP Configuration

Configuring global MSTP sett

=2
()
4

=] tink up.
[ disable
21 link down
‘3 Switch -
0 System Configuration MS TP Configuration
1 Port Configuration '
0 MAC Binding MsTP Disable v
{1 MAC Filter priority 12768
1 VLAN Configuration et
1 SNMP Configuration Portfast Bpdu-Filter isable
{1 ACL Configuration Portfast Bpdu-Guard Disable v
1 QOS Configuration Forward Time 15
2 IP Basic Configuration Hello-Time 2
g AET T Errdisable Timeout Disable ¥
MSTP Configurati
- i C;?;g;:m Errdisable-Timeout Interval |300
B Port Configuration Max-Age 20
. Port Information Max-Hops 20
L1 16GMP SNOOPING Conf Cisco-Interoperability Disable ¥
1 GMRP Configuration
{1 EAPS Configuration

4.11.2. Port configuration

Configure the MSTP port State.
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=] tink up

[ disable
[=1 tink down
‘3 Switch -
‘21 System Configuration MSTP Port Configuration
‘(1 Port Configuration '
“(1  MAC Binding | Port ‘ =
o MAg Fier | Portfast ‘ Disable ¥
“C]  VLAN Configuration
21 SNMP Configuration | Portrast bpau.fiter [Enabie
(1 ACL Configuration | Portrast bpau-guara [Enable +
(] QOS Configuration | Root cuara [Disable ¥
‘(1 IP Basic Configuration | Link-type [Shared v
(] AAA Configuration | Priority
“3 MSTP Configuration | Pathcont
MSTP Configuration
Port Configuration | Force.Version v
Port Information
1 IGMP SNOOPING Conf
3 GMRP Cenfiguration

4.11.3. Port Information

2 linkup
[ disable
[ tink down
3 Switch -
{1 System Configuration
{1 Port Configuration
{1 MAC Binding ) MSTP All Port Information
O MAC Filter
1 VLAN Configuration
1 SNMP Configuration Port | Postfast | Bpdu-Filter Bpdu-Guard Root Guard Link-Type Priority | PathCost Force Version
Q1 AcL Configuration gel/1 | Disable Default Default Disable Point-To-point 128 20000 MSTP
{1 QoS Configuration gell2 | Disable Default Default Disable Point-To-point 128 20000 MSTP
1 IP Basic Configuration gel/3 | Disable Default Default Disable Point-To-point 128 20000 MSTP
{1 AAA Configuration gel/d | Disable Default Default Disable Point-To-point 128 20000 MSTP
3 MSTP Configuration gells | Disable Default Default Disable Point-To-point 128 20000 MSTP
MSTP Configuration gel/6 | Disable Default Default Disable Point-To-point 128 20000 MSTP
Fri @ e gel/7 | Disable Default Default Disable Point-To-point 128 20000 MSTP
Port Information gel/d | Disable Default Default Disable Point-To-point 128 20000 MSTP
‘1 1GMP SNOOPING Conf gel/d | Disable Default Default Disable Point-To-point 128 20000 MSTP
1 GMRP Configuration ge1/10 | Disable Default Default Disable Point-To-point 128 20000 MSTP
3 EAPS Configuration gel/11 | Disable Default Default Disable Paint-To-point 128 20000 MSTP
— = ge1/12 | Disable Default Default Disable Point-To-point 128 20000 MSTP

4.12. IGMP SNOOPING Configuration

4.12.1. IGMP SNOOPING Configuration

Display and enable the global IGMP SNOOPING switches.
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=] tinkup
[ disable

[E ik down

3 Switch -
System Configuration IGMP SNOOPING Configuration
Port Configuration

LS EmE | 16mp snooiNG [ Disable ¥
MAC Fiter

VLAN Configuration

SNMP Configuration
ACL Configuration

QOS Configuration

IP Basic Configuration
AAA Configuration
MSTP Configuration
IGMP SNOOPING Conf
~B IGMP SNOOPING Ci
Multicast Group Infor

oD ODD

4.12.2. Multicast Group Information

Displays the IGMP snooping information. Can refresh button to view
real-time.

[=] linkup
[ disable

21 tink down

3 Switch -
System Configuration Multicast Group Information
Port Configuration '
MAC Binding
MAC Filter [ VLANID | Multicast Address Member Ports
VLAN Configuration
SNMP Configuration
ACL Configuration
QOS Configuration
IP Basic Configuration
AAA Configuration
MSTP Configuration
IGMP SNOOPING Conf
IGMP SNOOPING G
Multicast Group Infor
{1 GMRP Configuration

gpopoOoORDDDRD

4.13. GMRP Configuration

4.13.1. GMRP Global Configuration

Display and enable GMRP globally switch.
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I=1 tink up
[ disable

[ iink down

3 Switch -
System Configuration Multicast Group Information
Port Configuration ‘
MAC Binding
MAC Fiter | VLANID | Multicast Address Member Ports
'VLAN Configuration
SNMP Configuration
ACL Configuration
QOS Configuration
IP Basic Configuration
AAA Configuration
MSTP Configuration
IGMP SNOOPING Conf
GMRP Configuration
GMRP Global Gonfigi
GMRP Ports Configu
GMRP State Machine
{1 EAPS Configuration

fppppppoppooR

4.13.2. GMRP Port Configuration

Displays and configures port GMRP enable status.

=] linkup
[ disable
[=] link down
3 Switch -
2 system Configuration GMRP Ports Configuration
{1 Port Configuration !
{1 MAC Binding
1 MAC Filter ‘Porl: v | |GMRP status: | Disable v
{1 VLAN Configuration
{1 SNMP Configuration
Q1 ACL Configuration | PortName | GMRP Status | Join Leave [ LeaveAll Timer(centiseconds)
1 QoS Configuration [ getit |  Disable | — - [ -
3 IP Basic Configuration | get2 | Disable | — - [ -
(1 AAA Configuration [ g3 [ Disable | - - [ -
{1 MSTP Configuration [ gews [ Disable | — - [ ~
(3 IGMP SNOOPING Conf [ gets [ Disable | — - [ -
3 GMRP Configuration [ get6 [ Disable | — - | =
GMRP Global Configi [ g7 [ Disable | — - [ -
GMRP Ports Configu [ getie [ Disable | - - [ -
GMRP StateMachine | 99 |  Disale | - - [ -
{1 EAPS Configuration ‘ get/10 ‘ Disable \ - - \ —

4.13.3. GMRP Stats Configuration

GMRP state machine information is displayed, you can use the Refresh
button to view real-time.
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[ ik up
[ disable

[&] link down

3 Switch
System Configuration
Port Configuration
MAG Binding
MAC Filter
VLAN Configuration
SNMP Configuration
ACL Configuration
QOS Configuration
1P Basic Configuration
AAA Configuration
MSTP Configuration
IGMP SNOOPING Conf
GMRP Configuration
GMRP Global Configi
GMRP Ports Configu
GMRP State Machinc

gopooopoooppo

VLANID

GMRP State Machine

Multicast MAC Address

4.14. EAPS Configuration

4.14.1. EAPS Configuration

Applicant State [ Registrar State

Create and configure EAPS information can also be used to remove and

display EAPS information.

[ inkup

[ disable

[ tink down

‘ Format: 2,46 or 3-10
[

1 Port Configuration
0 MAC Binding EAPS Configuration
L1 MAC Filter
1 VLAN Configuration EAPS Ring ID 1
g igrz‘znﬁgumm Create Status Not Created
iguration
None v
1 QOS Configuration Mode one
{1 IP Basic Configuration primary port v
1 AAA Configuration secondary port v
(1 MSTP Configuration Control VLAN 0
3 I6MP SNOOPING Conf
Protected VLANS

{1 GMRP Configuration
£ EAPS Configuration Hello Time Interval 0

EAPS Configuration Fail Time 0

EAPS Information Data Span Disable ¥
8 RMON Configuration Extreme Interoperability | Disable ¥

Cluster Management
21 Log Management Enable Status Disable ¥
3

4.14.2. EAPS Information

EAPS state information is displayed, you can use the Refresh button to

view real-time.
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[&] link up

[ disable
[=1 tink down

Port Configuration -

MAC Binding EAPS Information

MAC Filter

VLAN Configuration
SNMP Configuration
ACL Configuration
QOS Configuration
IP Basic Configuration
AAA Configuration
MSTP Configuration
IGMP SNOOPING Conf
GMRP Configuration
EAPS Configuration

: EAPS Configuration

EAPS Information

21 RMON Configuration
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4.15. RMON Configuration

4.15.1. Statistics Configuration

Displays and configures RMON Statistic Group configuration information
and data.

= linkup
[ disable
[ tink down
{1 MAG Fitter ‘
Port: v
1 VLAN Configuration
{1 SNMP Configuration ‘ ——
istics
{1 ACL Configuration
{1 QOS Configuration ‘ ndex | Owner
1 IP Basic Configuration
{0 AAA Configuration
(O MSTP Configuration
1 IGMP SNOOPING Conf Statistics Data
(3 GMRP Configuration /etherStatsDropE vents [0 [etherStatsOctets [0
1 EAPS Configuration etherStatsPkts [0 [etherStatsBroade astPts [o
£3 RMON Configuration etherStatsMultic astPkts [0 [etherStatsCRCAlignEmors [o
Statistics Configuratic etherStatsUndersizePkts [0 [etherStatsOversizePhts o
TR meack etherStatsFragments [0 [etherStats Jabbers [0
0 WCOM gm etherStats Collisions [0 [etherStatsPkts640ctets [0
Eam Ca""gu - letherStatsPkis66to127Octets [0 [etherStatsPKts 128102550ctets [o
letherStatsPkts 256tof ctets etherStatsPkis512to’ ctets
o R —— herStatsPkts 256105110« 0 [etherStatsPkts5121010230¢ o
T etherStatsPhis 1024t015180c ets b I

{1 Log Management

4.15.2. History Configuration

Displays and configures RMON history Group configuration information
and data.
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[E] tinkup
[ disable

[ tink down

MAC Filter
VLAN Configuration
SNMP Configuration
ACL Configuration
QOS Configuration ‘Paﬂ: M
1P Basic Configuration
AAA Configuration [

MSTP Configuration \ Index \ 0
IGMP SNOGPING Conf
GMRP Configuration
EAPS Configuration
RMON Configuration

Statistics Configuratii |

History Configuration

Alamm Configuration

Request

Buckets ° Oumer

QoopoDooDDDDDR

Index Octets |Pkts

‘ Interval

RMON History

RMON History

[

History Data

Time
Interval
start

Event Configuration
(O Cluster Management

{1 Log Management

4.15.3. Alarm Configuration

‘ i ‘CRCAIIDI\EHDI;} Fragments |Jabbers Collisions Utilization

Total: Opages, Current Page is No. 1

Displays and configures RMON alarm group configuration information.

Statistics Configuratii
History Configuration
Alarm Configuration
Event Configuration
{1 Cluster Management

I=] linkup
[ disable
=] link down
{1 MAC Filter -
O VLAN Configuration RMON Alarm
1 SNMP Configuration
Q1 AcL Configuration Rising | Falling
N Sample | Alarm | Rising Falling
{1 QoS Configuration ey ey (JreiEs VD Type  |Value Threshold |Threshoid | Cvent | Event
8 1PBasic Configuaton || oy w10 o || [aswer][ 0 0 Jo o o |
{1 AAA Configuration
{1 MSTP Configuration
1 1GMP SNOOPING Conf
- Sample Rising Falling Rising | Faling
O GMRP Configuration ‘ge“"“"“ Index interval|  Variable | Type ““""“"‘"'” ‘ Threshold | Threshold |Eventindex |Eventindex | """
(O EAPS Configuration
3 RMON Configuration

4.15.4. Events Configuration

Displays and configures RMON events group configuration information.
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[2] ik up

[ disable
[21 tink down
MAG Filter -
VLAN Cenfiguration RMON Event
SNMP Configuration
Rl Enify e ‘Seuuem:e Index ‘ Description ‘ Type ‘ Community ‘ Last e Owmer
QOS Configuration
IP Basic Configuration ‘New <o ‘ ‘ ‘gg%g‘t’,g‘ ‘

AAA Configuration
MSTP Configuration
IGMP SNOOPING Conf [Sequence | Index | Description
GMRP Configuration
EAPS Configuration
RMON Configuration

Statistics Configurati

History Gonfiguration

Alarm Configuration

Event Configuration

(O Cluster Management

Type | Community | Last Time Sent [ Owner

gooopoopooopo

{1 Log Management

4.16. Cluster management

4.16.1. NDP Configuration

This page is use to configure the NDP and enable NDP function.

GMRP Configuration
EAPS Configuration
RIMON Configuration
Cluster Management
“B)  NDP Configuration
NTDP Configuration
Cluster Configuration

=] finkup

[ disable
[=1 link down

1 MAC Binding -

{0 MAC Filter NDP Configuration

1 VLAN Configuration

{3 SNMP Cenfiguration

{1 ACL Configuration | port: ‘ T

1 QoS Configuration | Port Enable ‘ disable v

(1 1P Basic Configuration | Global Enable ‘ disable ¥

&) foNerTre | Hetto-time | 50 (1-4096 sec)

{1 MSTP Configuration

1 IGMP SNOOPING Conf [ Aging-time [ 120 (1-40% sec)

a

=]

a

=

4.16.2. NTDP Configuration

This page is use to configure the NTDP and enable NTDP function.
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=] unkup

RMON Configuration
Cluster Management

[ disable
[=1 tink down
1 MAC Binding “
01 MAGC Filter NTDP Configuration
3 VLAN Configuration
{3 SNMP Configuration
{1 ACL Configuration "’Dm ‘ M
£ QOS Configuration [Portenable | [disable ¥
O i Gl | Global Enable | [disatie ¥
1 AAA Configuration ‘ IE s
{3 MSTP Configuration Hops !
1 IGMP SNOOPING Conf ‘ Interval-time ‘ 1 (0-65535 min)
1 GMRP Configuration ‘an—agh, ‘ 200 (1-1000 milsec)
1 EAPS Configuration [Port-delay | 20 (1-100 milsec)
(=]
9

NDP Configuration
NTDP Cenfiguration
Cluster Configuration

4.16.3. Cluster Configuration

This page is use to configure the cluster, build or delete the cluster and
display the cluster member list.

=1 tink up
[ disable

[=1 tink down

MAC Binding
MAGC Filter Cluster Configuration
VLAN Configuration ‘
SNMP Configuration
ACL Configuration
QOS Configuration

‘ disable ¥
\
IP Basic Configuration | 1P-pool ‘ 0.0000 (AB.CD/M)
\
|

1 (1-4094)

[ ctuster Enable

| Management-vlan

AAA Configuration | Handshake time
MSTP Configuration
IGMP SNOOPING Conf
GMRP Configuration
EAPS Configuration
RMON Configuration .
Cluster Management
NDP Configuration Cluster Name ‘ ‘ Type ‘ v
‘B NTDP Configuration
Cluster Configuration
{3 Log Management
3 5 Cluster Member List

10 (1-256 sec)

| Handshake hold-time 160 (1255 sec)

gocoppocopoppepR
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4.17. Log management

Logging information is displayed, you can show a type of log
information.

System Configuration  *
Port Configuration Log Information
MAC Binding

MAC Filter Log Priority v ‘

VLAN Configuration

SNMP Configuration
ACL Configuration
QOS Configuration
IP Basic Configuration
AAA Configuration
MSTP Configuration
IGMP SNOOPING Conf|
GMRP Configuration
EAPS Configuration
RMON Configuration
Cluster Management
Log Management

Log Information

gooeoopeoprprpoppopopop

Specification
Model DN-80211-2 DN-80221-2
Description 16GE+2G SFP 24GE+4G SFP
IEEE 802.3, IEEE 802.3u, IEEE 802.3ab, IEEE 802.3z,
Standard IEEE 802.3x, |IEEE 802.1X, IEEE 802.1q, IEEE 802.1p,

IEEE 802.1d, IEEE 802.1w, IEEE 802.3ad, IEEE
802.3az

10BASE-T: UTP category 3,4,5 cable (<100m)
100BASE-TX: UTP category 5 cable (<100m)
1000BASE-T: UTP category 5e,6 cable (<100m)
1000Base-X: MMF or SMF SFP Module (optional)
MAC Address Table | 8K, Auto-learning, Auto-aging

Network Media
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Transfer mode Store-and-Forward
Packet Forward
26.78Mpps 41.67Mpps
Speed
Switching Capacity |36Gbps 56G
Dimensions
280*180*44mm 440.5*%230*44.5 mm
(L*W*H)
Fan Fanless
Power Input AC: 100-240V, 50/60Hz
Operatin
P & 0°C~40°C
Temperature
Storage
-40°C~ 70°C
Temperature
Operating Humidity | 10% ~ 90% non-condensing
Storage Humidity | 5% ~ 90% non-condensing
MTBF >50000 hour

This is a Class A product. In home environment, this product may cause radio
interference. In this case, the user may be required to take appropriate
measures.

Hereby Assmann Electronic GmbH, declares that the Declaration of Conformity is
part of the shipping content. If the Declaration of Conformity is missing, you can
request it by post under the below mentioned manufacturer address.

www.assmann.com
Assmann Electronic GmbH

Auf dem Schiiffel 3
58513 Lidenscheid

Germany
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